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General Remarks |§E:Si 1IT:

» Number of active Developers has decreased

* Due to the 'public beta' state, the focus has
(temporarily) shifted to application software
ISSUes

* But we are moving ahead:
+ Systems that have installed DL 5: 62

+ Current number of open 'known issues': 8/ 39
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Security DESY 1T,

» DESY Linux 5 was affected by do_munremap bug

% We upgraded the installation repository to kernel 2.4.25 on
Feb 20

% We upgraded running machines using the nightly update
mechanism

* Necessary reboot was triggered by Email to
users/ administrators

% On April 8, the statistics looked fine ...

= Maintained systems that need a kernel upgrade: O
= Maintained systems that need to be rebooted : 0
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Security (2) DESY T

* On April 15, another kernel security issue was announced

* Possible local root exploit using links within a 'isofs' file system
with 'rock ridge' extensions in kernels <= 2.4.25

* The problem isfixed in kernel 2.4.26

* Which also has many bug fixes and improvements
-+ USB, ACPI, Drivers
* We are upgrading to 2.4.26

+ SUSE 8.2: SUSE's kernel upgrade has been integrated into
tux1:/distro/ suse-8.2

= DL 5: 2.4.26-z1 has been integrated into the installation repository
=+ |nstalling the new kernel on running systems started on April 19
-+ Please reboot your systems
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Security (3) EESY T

*» XFree server 4.3.0 has an exploitable security bug that
allows local privilege escalation

* Affected: SUSE's RPMs <= 4.3.0-115
* We moved to SUSE's 4.3.0-120 RPMs on February 25
* Unfortunately, they did not fix the bug

* Stefan Wiesand integrated the fix available from XFree and
compiled the 19 packages

* We moved to 4.3.0-desy2 on February 27
* kdelibs3 upgraded to 3.1.1-137 on April 5

@ 'cvs' upgraded from 1.11.5-96 to 1.11.5-103 on April 16
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Web Documentation DESY T,

* Documentation is available

* http://www-it.desy.de/ systems/ linux/ desy-5/index.html

* Including

#* News

* Instructions and Documentation

= Boot media, including a download mechanism

= Installation how to

-+ Release notes

= Registration issues and 'service flag' description

= Collection of talks on the new application deployment concept

#* Known issues

#* Feedback ?

2003-04-21 Une Ensslin, DESY IT DESY Linux User Meeting 28 T-Systems 6




Known Issues EESY T,

» Software added to DESY Linux 5 on user reguest

* patchy/cmz

* kbcron (version update in the pipeline)
* ini / alias distribution

* |ocate database

* Kile (quite costly ..)

* Mathematica

% Oracle Client
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Known Issues: Oracle Client 733 1T,

* QOracle Klient RPM is available

* Full client installation

= All client libraries

= Precompilers (tested by Harald Falkenberq)

= Configuration files adapted to the new deployment scheme
-+ New: 'coraenv' for 'csh' users

= 2 patches from Oracle included: 9.0.2.0.4 and 9.0.2.0.5

= Cut to size: 970 MB ---> 350 MB --> 550 MB (latest patch)

* Due to it's size, the default client installation is by link into AFS

* Usage: 'source'/opt/products/ bin/[c]oraenv

* The 'Perl' module 'DBD::Oracle' can now be installed
Independently from the client
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Known Issues: Console Access DESY T,

» Access to systems using the serial console works with DL 5

* Automatically provided for all non-desktop systems ('service flag')
* “linux.vga” entry on boot prompt is no longer necessary ..

% .. because VGA and serial console both work without it:

= The kernel is configured to log boot messages to both

= After the boot, login prompts appear on both

= GRUB is configured use the first console it detects input on
= You have (joyless) access to the GRUB boot menue including

Boot entry selection via cursor 'up' and 'down' keys

“Editing” GRUB boot menue entries (Use * A: begin of Line, » E: End of
line, » D: Delete current character, ® H: delete left character, END key:

End ofline, Insert mode is on)
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Known Issues: Server Installations Q,E.S; 1T,

* We are ready to install servers

* Relevant parts of the installation framework have been migrated
to DL 5

* The specific setups that have evolved over quite some years now
might require some cleaning up

= We offer to work with group admins to achieve this

» Please contact us, when you want to migrate

2003-04-21 Une Ensslin, DESY IT DESY Linux User Meeting 28 MT-Systems 10




X11 DESY T

* Thereisanew version of '/ opt/ products/ sbin/ chxlocal'

* Some fixes/ issues

= 'dec writer' fonts now included in fontpath
* New: USB Mouse is supported
=+ Not during installation .. (YaST issue ?)

-+ Set with —-mouse usb[-wheel]

+ Tested with Logitech model that comes with new standard PC's
.. and has a USB --> PS/ 2 adapter that thusis not really needed..
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Some remarks on DL 5 issues DESY 1T,

» “Refreshing kerberos credentials”

#* Real issue: KDE's screensaver does not refresh AFS tokens

=+ |ssue has been renamed in the 'known issues' web page

* The issue is solved: The screensaver has been patched to
refresh AFS tokens

* 'passwd' command

* [usr/sue/ bin/ passwd functionality will be replaced by a web
Interface of the new regqistry (due May 2004)

* The command will be changed to give a pointer to the new
Interface

* There are plans for a command line interface
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Known Issues: Work to do EE:i 1T,

* AFS admin tool

* Registry admin tool

* Password reset, password lock/unlock will be handled by
the new reqistry

* Mouse not working during installation
* Some X11/Fonts issues
* Sound support

* Registration time scale
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Application Software News §E¢Si 1T,

» Upgrade of key components

* Default gcc suite is now 3.3.3 (bug fix)
% Default Perl isnow 5.8.2 (also bug fix)
* Method employed:

= All steps were anounced before on the DESY Linux 5
news web page

= |nstallation repository gets updated first

= Upgrade of installed systems done during the nightly
update

Update between compatible versions
= Old software versions were deleted from local disk
= Old versions should be made accessible via link into AFS
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Application Software News (2) EESY 1T,

* AFS-based repository for DESY application software
has been set up

*» Software can now be installed either to local disk
or as alink into AFS

* Residence can be defined for each product version
» Candidates for deployment via AFS

* Oracle Klient

* GEANT

% Other large or AFS-dependent packages

% Systems with small disks
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Application Software News (3) §E.Si 1T,

* New concept for customizing DESY application software
deployment was designed and implemented

* DESY application software installations can be made specific to

= Groups
= Clusters
= Hosts

% Uses a AFS based repository and thus can be co-administered
by group admins ..

= .. who then must take responsibility for their installations
* Software maintenance is covered implicitly ..

= .. because changes to the configuration files are implemented
during the nightly update
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Application Software News (4) §E.Si 1T,

* The customizing process

= A machine's configuration is defined by a run of the 'ppm'’
maintenance tool

-+ Before 'ppm' runs, configuration files are copied or assembled
from the repository into / etc/ ppm

mandatory.ppm, default.ppm, services.ppm, group.ppm, cluster.ppm,
host.ppm and wrapup.ppm

= 'ppm' scans the configuraton files in the order above and
iImplements the resulting configuration

= The configuration files are left in / etc/ ppm for easy reference
Also, “ppm -q” shows the software installed on the system
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Application Software News (5) EE.Si 1T,

* A short look at the repository
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Scientific Software Issues DESY 1T,

* Obsolete application software

* cernlib, cmz and patchy

= 'vendor' support terminated, provided 'as is' and 'as long
asit runs'

= |T migration efforts to further linux versions have to end,
as soon as the packages cannot be built with reasonable
effort any more

= 'cernlib' will not be ported to newer hardware platforms
(e.g. 64 bit systems) by IT since thisis a major effort

* Users are urged to develop a migration scenario

» Maple 9 Problems

* Printing does not work

* XEON CPUs are not detected correctly
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Installation Hints 733 I

* Trouble with unusable mouse during install

* Handle the confirmation prompt without the mouse

=+ A sequence of 'return’, ‘cursor left', 'return’ will continue the install
* You could try to use the curses based version of 'YaST2"

=+ Append textmode= 1 to the boot parameters
CD, Memory stick: Type 'install textmode=1"at the prompt

GRUB floppy: Edit the menue entry and append 'textmode=1'to the
'kernel' line

2 floppy set: Type “install textmode= 1" at the boot prompt
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Thank you for your attention
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