A VPN Client RPM for SUSE 8.x

Introduction

» Creates a secure, encrypted connection between a
client system and a VPN device

Works with Cisco VPN 3000 Series Server
(vpn.desy.de)

L]

» Uses IPSec protocol

L]

Client becomes logical part of DESY Intranet
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A VPN Client RPM for SUSE 8.x

Introduction

» Performs the following tasks
~ Negotiate tunnel parameters (addresses, lifetime)
- Establishes the tunnel
- Authenticates the user

- |[PSec-Group name /Group password
-~ RAS account's UN and PWD

- Encrypting

- Data compression
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A VPN Client RPM for SUSE 8.x

Introduction

» Connection technologies
- PPP
- |[SDN (since 3.7)
- DSL, if connected via router
~ Direct LAN connection
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A VPN Client RPM for SUSE 8.x

Introduction

» What does IT provide ?
~ NOC provides VPN service/server (vpn.desy.de)
= NOC provides VPN client software for 'Linux’

- For easy installation, the Linux team provides
RPMs and some pre-configuration for SUSE 8

» Documentation and Download

- http://www-it/systems/linux (“Linux Releases and
Packages provides 'as is™)
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A VPN Client RPM for SUSE 8.x

Prerequisites

» Client System running SUSE 8 with original SUSE
kernel

» RAS account to authenticate to the VPN device
= Application form from UCO
- Download form from Web page above

* |[PSec group name and password

- Get this with your RAS account or on request from
UCO or NOC@desy.de
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A VPN Client RPM for SUSE 8.x

Installation

* Download the RPM® suitable for your system
» |nstall the RPMs (as root)
= rpm -ivh vpnclient-3.6.1-1-SuSE-8.1.1386.rpm

~ rpm -ivh vpnclient-default-3.6.1-1-SuSE-
8.1.1386.rpm

» Software will be installed locally in /opt/products
- Might want to add /opt/products/bin to PATH
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A VPN Client RPM for SUSE 8.x

Use

» Start the client (as root)
~ [etc/init.d/vpnclient_init start
» Connect to the DESY VPN gateway
- Vpnclient connect desy

- Enter IPSec group name and group password
- Enter RAS user name and RAS password

~ vpclient will stay at the foreground..
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A VPN Client RPM for SUSE 8.x

Some Remarks

*» Tested on SUSE 8.[0,1] on campus, with static route
Into @&astenetz©

L™

vpnclient connect <profile>

~ ©@esy@s pre-configured profile, should work in most
cases

- Use @esy-udp@f a router between client and
vpn.desy.de does NAT (IP ~ 10.x.x.X, or 192.168.x.X)

- Use @esy-tcp@n case of a firewall
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